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PROTECTING A MODEL AGAINST AN ADVERSARY

Nº publicación    19/05/2023WO2023085984A1
Solicitantes TELEFONAKTIEBOLAGET LM ERICSSON PUBL [SE] 
Resumen A method for use in protecting a first machine learning model that is queryable over an application programming

interface, API, against an adversary querying the first machine learning model through the API in order to build up a
database of query-response pairs. The method comprises: identifying (202) a user of the API as a potential
adversary. In response to a query from the potential adversary, through the API, then method comprises providing
(204) a response from a second machine learning model instead of the first machine learning model, wherein the first
machine learning model has been trained on a first dataset and wherein the second machine learning model has
been trained on a second dataset that is different to the first dataset.

PREDICTION DEVICE USING CSI PATTERN CHANGE AND STANDARD DEVIATION, AND METHOD THEREFOR

Nº publicación    19/05/2023WO2023085649A1
Solicitantes UNIST ULSAN NATIONAL INSTITUTE OF SCIENCE AND TECH [KR] 
Resumen The present invention proposes a device and a method for predicting behavior recognition or the physical property of

an object by using a channel state information (CSI) pattern change and standard deviation. The prediction device
according to the present invention comprises: a transmission/reception unit provided in a specific space so as to
process a WiFi signal obtained by sensing a person or an object; a first data pre-processing unit for obtaining a
standard deviation value corresponding to a pattern change in CSI data transmitted through the WiFi signal; a second
data pre-processing unit for obtaining time-series data of the standard deviation value; a learning unit for learning the
time-series data through machine learning; and a prediction unit for predicting a behavior of the person or a lattice
density of the object by analyzing the machine learning result. According to the present invention, a behavior of a
person or a characteristic of an object can be predicted without separate equipment by using a pre-constructed WiFi
communication infrastructure.

https://worldwide.espacenet.com/patent/search/family/publication/?q=WO2023085984A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=WO2023085649A1
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Semi-Supervised Machine Learning Method and System Suitable for Identification of Patient Subgroups in Electronic Healthcare
Records

Nº publicación    18/05/2023US2023154627A1
Solicitantes SENSYNE HEALTH GROUP LTD [GB] 
Resumen A computer-implemented method of training an artificial neural

network is provided. The artificial neural network comprises a
feedforward autoencoder and a classification layer, the
feedforward autoencoder comprising an input layer of neurons,
an output layer of neurons, an embedding layer of neurons
between the input and output layers, one or more non-linear
intermediate layers of neurons between the input and
embedding layer, one or more further non-linear intermediate
layers of neurons between the embedding and output layer and
respective network weights for each layer, wherein the number
of neurons in the embedding layer is less than the number of
neurons in the input layer. Data units are defined within a data
space to have a data value for each dimension of the data
space and a classification label associated with each data unit
indicating one of a plurality of groups to which each data
sample belongs. The network is trained using a combination of
unsupervised learning to reduce a reconstruction loss of the
autoencoder and supervised learning to reduce a classification
loss of the classification layer. The resulting network finds
application in providing embeddings for classification or
clustering, for example in the context of analysing phenotypical
data, such as physiological data, which may be obtained from
electronic health records. The classification or clustering may
be used to predict or identify pathologies or to analyse patient subgroups to analyse, for example

DIGITAL TWIN GENERATION AND LOGGING FOR A VEHICLE

Nº publicación    18/05/2023US2023154240A1
Solicitantes BOEING CO [US] 
Resumen The present disclosure generates a digital twin of the interior of

a vehicle to initiate and track maintenance issues. In one
aspect, the digital twin is formed using multiple captured
images of the interior of the vehicle where multiple components
in those images are identified using a machine learning (ML)
model. The components identified by the ML model are then
mapped to a model (e.g., a 3D model) of the components that
lists their location in the vehicle and an identifier (e.g., a part
number or serial number). In this manner, the digital twin can
identify, using the identifiers, the various components in the
images captured by a camera.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023154627A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023154240A1
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EXPENSE REPORT SUBMISSION INTERFACE

Nº publicación    18/05/2023US2023153919A1
Solicitantes ORACLE INT CORP [US] 
Resumen Techniques for expense report submission are disclosed. An

expense report submission system receives, via a graphical
user interface, a user query that corresponds to requesting
whether a particular expense is allowed. The expense report
submission system applies the user query to a machine
learning model configured to evaluate data associated with
expenses against one or more expense policy rules. The
expense report submission system generates a response to the
user query based at least on a result of applying the user query
to the machine learning model. The response to the user query
indicates whether the expense is allowed based at least on the
expense reporting rule(s). The expense report submission
system presents, in the graphical user interface, the response
to the user query.

METHOD AND APPARATUS FOR DETERMINING DATA LINKAGE CONFIDENCE LEVELS

Nº publicación    18/05/2023US2023153841A1
Solicitantes WALMART APOLLO LLC [US] 
Resumen This application relates to apparatus and methods for

determining confidence levels in associated data using machine
learning algorithms. In some examples, a computing device
may generate training graph data where each training graph
connects at least two nodes by an edge, and each node
represents data. The computing device may train a machine
learning algorithm based on the generated training data. The
computing device may then receive linked data, which
associates at least two nodes, each representing data, with
each other. The computing device may generate graph data
based on the linking data, to provide to the machine learning
algorithm as input. The computing device may then execute the
machine learning algorithm on the generated graph data to
generate values for each of its edges. The values may identify,
for each edge, a confidence level in the connection between the
two nodes for that edge.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153919A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153841A1
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INTELLIGENCE DRIVEN METHOD AND SYSTEM FOR MULTI-FACTOR OPTIMIZATION OF SCHEDULES AND RESOURCE
RECOMMENDATIONS FOR SMART CONSTRUCTION

Nº publicación    18/05/2023US2023153716A1
Solicitantes SLATE TECH INC [US] 
Resumen Techniques to generate a digitally optimized schedule for a

construction activity to meet a construction objective(s) of a
construction project are disclosed. An artificial intelligence
system receives a plurality of input data sets that impact the
construction project. Each of the plurality of input data sets is
processed to achieve the construction objective(s). The artificial
intelligence system processes the plurality of input data sets
using a respective ensemble of machine learning models. The
artificial intelligence system generates machine learning
validated intermediate output data sets corresponding to each
of the plurality of input data sets. The artificial intelligence
system implements a supervisory machine learning model to
generate an optimized schedule for the construction activity based on the machine learning validated intermediate
output data sets and the construction objective(s).

MACHINE LEARNING TECHNIQUES FOR HYBRID TEMPORAL-UTILITY CLASSIFICATION DETERMINATIONS

Nº publicación    18/05/2023US2023153681A1
Solicitantes UNITEDHEALTH GROUP INC [US] 
Resumen Various embodiments of the present invention provide methods, apparatus, systems, computing devices, computing

entities, and/or the like for performing predictive data analysis operations by dynamically determining a hybrid
temporal-utility classification for a predictive entity. The hybrid temporal-utility classification for the predictive entity
may be determined based at least in part on outputs from a temporal score generation machine learning model and a
utility score generation machine learning model.

SELECTION OF MACHINE LEARNING ALGORITHMS

Nº publicación    18/05/2023US2023153654A1
Solicitantes BIGML INC [US] 
Resumen Systems and methods of selecting machine learning

models/algorithms for a candidate dataset are disclosed. A
computer system may access historical data of a set of
algorithms applied to a set of benchmark datasets; select a first
algorithm of the set of algorithms; apply the first algorithm to an
input dataset to create a model of the input dataset; evaluate
and store results of the applying; and add the first algorithm to a
set of tried algorithms. The computer system may select a next
algorithm of the algorithm set via submodular optimization
based on the historical data and the set of tried algorithms;
apply the next algorithm to the input dataset; capture a next
result based on the applying; add the next result to update the
set of tried algorithms; and repeat the submodular optimization.
The procedure may continue until a termination condition is
reached.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153716A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153681A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153654A1
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RECOMMENDATIONS USING GRAPH MACHINE LEARNING-BASED REGRESSION

Nº publicación    18/05/2023US2023153647A1
Solicitantes FUJITSU LTD [JP] 
Resumen In an embodiment, each of a set of subgraphs associating an

entity from an entity graph with an item is extracted from a
graph database. A label score, which is an importance of an
item to a respective entity is computed for each subgraph. A
training dataset including the set of subgraphs and the label
score for each subgraph is generated. A set of ML regression
models is trained on respective entity-specific subsets of the
training dataset. An ML regression model associated with a
second entity generates a prediction score for an unseen
graph. From the set of subgraphs, one or more subgraphs
associated with the second entity are determined based on the
prediction score. A recommendation for one or more items is
determined, based on the one or more subgraphs. The
recommendation is displayed on a user device of the first entity.

MODELING FOR COMPLEX OUTCOMES USING CLUSTERING AND MACHINE LEARNING ALGORITHMS

Nº publicación    18/05/2023US2023153655A1
Solicitantes THE RONIN PROJECT INC [US] 
Resumen Described herein are systems and methods for modeling

complex outcomes using clustering and machine learning
algorithms. Machine learning algorithms and models can be
implemented on platforms comprising one or more user
interfaces and an insight engine. In these embodiments, insight
engine comprises a machine learning software algorithm (or
module) configured to ingest data and generate insights.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153647A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153655A1
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EFFICIENT STATISTICAL TECHNIQUES FOR DETECTING SENSITIVE DATA

Nº publicación    18/05/2023US2023153462A1
Solicitantes AMAZON TECH INC [US] 
Resumen A candidate attribute combination of a first data set is identified,

such that the candidate attribute combination meets a data type
similarity criterion with respect to a collection of data types of
sensitive information for which the first data set is to be
analyzed. A collection of input features is generated for a
machine learning model from the candidate attribute
combination, including at least one feature indicative of a
statistical relationship between the values of the candidate
attribute combination and a second data set. An indication of a
predicted probability of a presence of sensitive information in
the first data set is obtained using the machine learning model.

GENERATING DATA IN A MESSAGING SYSTEM FOR A MACHINE LEARNING MODEL

Nº publicación    18/05/2023US2023153396A1
Solicitantes SNAP INC [US] 
Resumen Systems and methods are provided for analyzing, by a

computing device, location data associated with a location of
the computing device to determine that an image or video
captured using a messaging application on the computing
device is captured near a food-related venue or event, receiving
input related to food associated with the food-related venue or
event, sending the image or video and the input related to food
associated with the food-related venue or event to a computing
system to train a machine learning model for food detection,
and updating the messaging application to comprise the trained
machine learning model for food detection.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153462A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153396A1
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CLUSTERING AND DYNAMIC RE-CLUSTERING OF SIMILAR TEXTUAL DOCUMENTS

Nº publicación    18/05/2023US2023153342A1
Solicitantes SERVICENOW INC [US] 
Resumen A computer-implemented method includes obtaining a plurality

of textual records divided into clusters and a residual set of the
textual records, where a machine learning (ML) clustering
model has divided the plurality of textual records into the
clusters based on a similarity metric. The method also includes
receiving, from a client device, a particular textual record
representing a query and determining, by way of the ML
clustering model and based on the similarity metric, that the
particular textual record does not fit into any of the clusters. The
method additionally includes, in response to determining that
the particular textual record does not fit into any of the clusters,
adding the particular textual record to the residual set of the
textual records. The method can additionally include identifying,
by way of the ML clustering model, that the residual set of the
textual records contains a further cluster.

REAL-TIME CONTENT INTEGRATION BASED ON MACHINE LEARNED SELECTIONS

Nº publicación    18/05/2023US2023156075A1
Solicitantes SNAP INC [US] 
Resumen A machine learning engine identifies training data that includes

historical user data and historical content data. A machine
learning classifier is trained on the training data to generate a
relevancy value for each of a plurality of given content items
associated with a given user. The relevancy value for each
given content item is indicative of a likelihood that the given
user will perform a first user device input action and of a
likelihood that the given user will perform a second user device
input action, in response to being presented with the given
content item. The machine learning classifier receives a
plurality of candidate content items associated with a first user.
The machine learning classifier generates a relevancy value for
each candidate content item. At least one of the candidate
content items is identified for inclusion in a first content
collection based on the generated relevancy values.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023153342A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023156075A1
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PREDICTING SPORT OUTCOMES USING MATCH STATE TRANSITIONS

Nº publicación    18/05/2023AU2021383910A1
Solicitantes SIMPLEBET INC 
Resumen A system and method using machine learning prediction that

estimates future sport outcomes by mathematically
representing current and future match states as a Bayesian
network parameterized by underlying machine learning models.

EFFICIENT MACHINE LEARNING MODEL INFERENCE

Nº publicación    11/05/2023WO2023078019A1
Solicitantes IBM [US] 

IBM CHINA CO LTD [CN] 
Resumen One or more computer processors calculate a cache prediction

for a received inference request within an inference cache
structured as a self-learning tree, wherein the inference request
comprises a set of input values. The one or more computer
processors responsive to the retrieved cache prediction
exceeding a cache prediction threshold, transmit the cache
prediction. The one or more computer processors parallel
compute a model prediction for the received inference request
utilizing a trained model. The one or more computer processors
responsive to the retrieved model prediction exceeding a model
prediction threshold, convert the trained model into a tree
structure. The one or more computer processors update the
inference cache with the converted train model. The one or
more computer processors transmit the model prediction.

https://worldwide.espacenet.com/patent/search/family/publication/?q=AU2021383910A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=WO2023078019A1
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ADAPTIVE NETWORK ATTACK PREDICTION SYSTEM

Nº publicación    11/05/2023US2023141928A1
Solicitantes ORACLE INT CORP [US] 
Resumen Machine-learning (ML) techniques and models are described

for predicting the number and severity of network attacks within
a specified timeframe, such as the next fifteen minutes. In some
embodiments, the techniques including training a ML model
based on features extracted from a training dataset and
applying the trained ML model to estimate (a) the probability of
an attack happening on an account within a specified
timeframe; (b) how many attacks are predicted to occur in the
specified timeframe (if any); and/or (c) the severity of the
attacks predicted to occur. A system may deploy preventative
measures based on the ML model output to counter or mitigate
the effects of predicted and coordinated network attacks.

MACHINE LEARNING ALGORITHM SEARCH WITH SYMBOLIC PROGRAMMING

Nº publicación    11/05/2023US2023144138A1
Solicitantes GOOGLE LLC [US] 
Resumen A method for searching for an output machine learning (ML)

algorithm to perform an ML task is described. The method
comprising: receiving data specifying an input ML algorithm;
receiving data specifying a search algorithm that searches for
candidate ML algorithms and an evaluation function that
evaluates the performance of candidate ML algorithms;
generating data representing a symbolic tree from the input ML
algorithm; generating data representing a hyper symbolic tree
from the symbolic tree; searching an algorithm search space
that defines a set of possible concrete symbolic trees from the
hyper symbolic tree for candidate ML algorithms and training
the candidate ML algorithms to determine a respective
performance metric for each candidate ML algorithm; and
selecting one or more trained candidate ML algorithms among the trained candidate ML algorithms based on the
determined performance metrics.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023141928A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023144138A1
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SYSTEMS AND METHODS FOR PROCESSING IMAGES TO CLASSIFY THE PROCESSED IMAGES FOR DIGITAL
PATHOLOGY

Nº publicación    11/05/2023US2023144137A1
Solicitantes PAIGE AI INC [US] 
Resumen Systems and methods are disclosed for receiving a target

image corresponding to a target specimen, the target specimen
comprising a tissue sample of a patient, applying a machine
learning model to the target image to determine at least one
characteristic of the target specimen and/or at least one
characteristic of the target image, the machine learning model
having been generated by processing a plurality of training
images to predict at least one characteristic, the training images
comprising images of human tissue and/or images that are
algorithmically generated, and outputting the at least one
characteristic of the target specimen and/or the at least one
characteristic of the target image.

METHOD AND SYSTEM FOR CONSOLIDATING HETEROGENEOUS ELECTRONIC HEALTH DATA

Nº publicación    11/05/2023US2023141049A1
Solicitantes VERTO INC [US] 
Resumen A method for consolidating heterogenous electronic health data

involves obtaining a native message including a multitude of
data elements and generating a markup message including the
multitude of data elements in a hierarchical structure. The
method further involves generating a standardized message
that represents the multitude of data elements in a format of a
unified electronic health record database by recursively
applying a machine learning model to the multitude of data
elements, based on the hierarchical structure to determine a
mapping between the plurality of data elements in the markup
message and the plurality of data elements in the standardized
message. The method also involves writing the standardized
message to the unified electronic health record database.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023144137A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023141049A1
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MACHINE LEARNING-BASED METHODS AND SYSTEMS FOR MODELING USER-SPECIFIC, ACTIVITY SPECIFIC
ENGAGEMENT PREDICTING SCORES

Nº publicación    11/05/2023US2023141007A1
Solicitantes BROADRIDGE FINANCIAL SOLUTIONS INC [US] 
Resumen A machine-learning based method includes receiving an

instruction to model an engagement predicting score for a user.
User-specific, activity-specific data is obtained from digital
resources that include a user-specific activity performance data
regarding performance of at least one activity by the user, an
object data for an object that allows the user to perform the at
least one activity, and user-specific personal data of the user. A user-specific activity engagement labeling data for
the at least one activity is predicted by utilizing a first-type data pipeline on the at least one user-specific activity
performance data. User-specific, activity-specific data features are predicted by utilizing a second-type data pipeline
on the user-specific, activity-specific data. The engagement predicting score is predicted from the user-specific,
activity-specific data features and the user-specific activity engagement labeling data. A computing device is
instructed to present at least one user-specific activity-related action instruction.

SYSTEMS AND METHODS OF GENERATING DATASETS FROM HETEROGENEOUS SOURCES FOR MACHINE LEARNING

Nº publicación    11/05/2023US2023142808A1
Solicitantes NASDAQ INC [US] 
Resumen A computer system is provided that is programmed to select

feature sets from a large number of features. Features for a set
are selected based on metagradient information returned from
a machine learning process that has been performed on an
earlier selected feature set. The process can iterate until a
selected feature set converges or otherwise meets or exceeds
a given threshold.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023141007A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023142808A1
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GENERATING BREAKPOINTS IN MEDIA PLAYBACK

Nº publicación    11/05/2023US2023142444A1
Solicitantes GOOGLE LLC [US] 
Resumen Methods, systems, and apparatus, including computer

programs encoded on a computer storage medium, for
determining breakpoints in a media item. Methods can include
determining a candidate set of breakpoints within a media item.
A machine learning model is used to generate a score for each
particular candidate breakpoint in the set of candidate
breakpoints based on presentation features of the media item.
A subset of candidate breakpoints is selected from the set of
candidate breakpoints based on the score. A final set of
breakpoints is selected from the subset of candidate
breakpoints based on a combination of the score for each
particular candidate breakpoint and a location of the particular
candidate breakpoint relative to a different candidate
breakpoint. The final set of breakpoints is stored in a database
and during playback of the media item, a digital component is
presented when the media item reaches a stored breakpoint.

METHOD AND SYSTEM OF PROVIDING PERSONALIZED GUIDELINE INFORMATION FOR A USER IN A PREDETERMINED
DOMAIN

Nº publicación    11/05/2023US2023142625A1
Solicitantes NEC LABORATORIES EUROPE GMBH [DE] 
Resumen A method of providing personalized guideline information for a

user in a predetermined domain, in which a set of personality
types is defined for users of said predetermined domain,
includes: determining, by a personality type recognizer, a
personality type for a user in order to assign the personality
type to said user, selecting a personality-typed machine
learning model from a model pool of personality-typed machine
learning models based on the personality type of said user,
where the selected personality-typed machine learning model is
used to initialize an individual personalized machine learning
model of said user, and generating, by the individual
personalized machine learning model of said user, a
recommendation prediction, the recommendation prediction is
presented as a guideline information to said user.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023142444A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023142625A1
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CONCEPT TRAINING TECHNIQUE FOR MACHINE LEARNING

Nº publicación    11/05/2023US2023145208A1
Solicitantes NVIDIA CORP [US] 
Resumen Apparatuses, systems, and techniques to train a machine learning model. In at least one embodiment, a first machine

learning model is trained to infer a concept based on first information, training data is labeled using the first machine
learning model, and a second machine learning model is trained to infer the concept using the labeled training data.

MANAGING MACHINE LEARNING FEATURES

Nº publicación    11/05/2023US2023144751A1
Solicitantes META PLATFORMS INC [US] 
Resumen A machine learning model is trained. A feature importance

metric is determined for each machine learning feature of a
plurality of machine learning features of the machine learning
model. Based on the feature importance metrics, one or more
machine learning features of the plurality of machine learning
features of the machine learning model are managed.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023145208A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023144751A1
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FACILITATING MACHINE LEARNING CONFIGURATION

Nº publicación    11/05/2023US2023148337A1
Solicitantes SAP SE [DE] 
Resumen Techniques and solutions are described for facilitating the use

of machine learning techniques. In some cases, filters can be
defined for multiple segments of a training data set. Model
segments corresponding to respective segments can be trained
using an appropriate subset of the training data set. When a
request for a machine learning result is made, filter criteria for
the request can be determined and an appropriate model
segment can be selected and used for processing the request.
One or more hyperparameter values can be defined for a
machine learning scenario. When a machine learning scenario
is selected for execution, the one or more hyperparameter
values for the machine learning scenario can be used to
configure a machine learning algorithm used by the machine
learning scenario.

SYSTEM AND METHOD FOR CROSS-LANGUAGE SPEECH IMPAIRMENT DETECTION

Nº publicación    11/05/2023US2023147895A1
Solicitantes GHASSEMI MARZYEH [CA] 

WINTERLIGHT LABS INC [CA] 
Resumen A system and method for detecting speech impairment

employing a machine learning model extends the use of a
model trained exclusively in a target language to classify input
obtained from a speech sample in a source language different
from the target language. Features extracted from a transcript
of the speech sample in the source language are subject to a
mapping to features in the target language, then provided as
input to the model. The mapping is determined using a domain
adaptation system implementing an algorithm such as an
optimal transport algorithm trained using a healthy speech
dataset to map probability distributions of the features from the
source to the target language.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023148337A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023147895A1
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SYSTEM AND METHOD FOR DETERMINING A STRUCTURED REPRESENTATION OF A FORM DOCUMENT UTILIZING
MULTIPLE MACHINE LEARNING MODELS

Nº publicación    11/05/2023US2023147276A1
Solicitantes INTUIT INC [US] 
Resumen Systems and methods may be used to generate and use a

structured form representation and structured metadata. The
structured form representation and structured metadata may
include information relevant to a particular context and may be
used to update document templates, import new documents
and update document versions into software, automate data
entry for document completion, update records to include new
and or updated information, and provide other functionality of
an information service.

MACHINE-LEARNING BASED APPROACH FOR DYNAMICALLY GENERATING INCIDENT-SPECIFIC PLAYBOOKS FOR A
SECURITY ORCHESTRATION, AUTOMATION AND RESPONSE (SOAR) PLATFORM

Nº publicación    11/05/2023US2023146804A1
Solicitantes FORTINET INC [US] 
Resumen Systems and methods for a machine-learning based approach

for dynamically generating incident-specific playbooks for a
security orchestration and automated response (SOAR)
platform are provided. The SOAR platform captures information
regarding execution of a sequence of actions performed by
analysts responsive to a first incident of a first type. The
captured information is fed into a machine-learning model.
When a second incident, observed by the SOAR platform, is
similar in nature to the first incident or the first type a
recommended sequence of actions is generated based on the
machine-learning model for use by an analyst in connection
with responding to the second incident. In response to rejection
of the recommended sequence by the analyst, revising the
recommended sequence based on input provided by the
analyst and storing the revised recommendation sequence in a
form of a revised playbook for response to subsequent
incidents that are similar to the second incident.
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Method and Systems for Conditioning Data Sets for Efficient Computational Processing

Nº publicación    11/05/2023US2023146635A1
Solicitantes AUSTRALIA AND NEW ZEALAND BANKING GROUP LTD [AU] 
Resumen Embodiments generally relate to a method for selecting hybrid

variables. The method comprises sampling at least one
interaction effect structure of at least one multivariable dataset,
sampling at least one hybrid variable for each sampled
interaction effect structure, calculating a lift value for each
sampled hybrid variable, and comparing the lift value to a
threshold lift criteria, labeling each sampled hybrid variable
based on determining that the lift value of the sample hybrid
variable exceeds the threshold lift criteria, training a machine
learning model to predict the likelihood of a hybrid variable
having a lift which exceeds the threshold lift criteria, applying
the trained machine learning model to each hybrid variable
within each sampled interaction effect structure to determine a
value corresponding to the likelihood of each hybrid variable
having a lift which exceeds the threshold lift criteria, and
retaining only hybrid variables with a likelihood value that
exceeds a decision criteria. The training of the machine
learning model is performed using the labeled sampled hybrid
variables.

COMPUTER-BASED SYSTEMS, COMPUTING COMPONENTS AND COMPUTING OBJECTS CONFIGURED TO IMPLEMENT
DYNAMIC OUTLIER BIAS REDUCTION IN MACHINE LEARNING MODELS

Nº publicación    04/05/2023AU2021343372A1
Solicitantes HARTFORD STEAM BOILER INSPECTION AND INSURANCE COMPANY 
Resumen Systems and methods include processors for receiving training

data for a user activity; receiving bias criteria; determining a set
of model parameters for a machine learning model including:
(1) applying the machine learning model to the training data; (2)
generating model prediction errors; (3) generating a data
selection vector to identify non-outlier target variables based on
the model prediction errors; (4) utilizing the data selection
vector to generate a non-outlier data set; (5) determining
updated model parameters based on the non-outlier data set;
and (6) repeating steps (1)-(5) until a censoring performance
termination criterion is satisfied; training classifier model
parameters for an outlier classifier machine learning model;
applying the outlier classifier machine learning model to
activity-related data to determine non-outlier activity-related
data; and applying the machine learning model to the
non-outlier activity-related data to predict future activity-related
attributes for the user activity.
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PHOTON STATISTICS-BASED SUPPORT VECTOR MACHINE (PSSVM) FOR QUANTUM IMAGING

Nº publicación    04/05/2023WO2023075433A1
Solicitantes KOREA ADVANCED INST SCI & TECH [KR] 
Resumen The present invention relates to a support vector machine on the basis of photon statistics for quantum imaging. The

present invention provides a quantum imaging method using a support vector machine for calculating a pixel labeling
estimated value, from which noise has been removed, by using photon statistics-based modeling in quantum imaging
using a coherent photon pair light source such as an entangled photon pair and a heralded photon pair, so that an
amount of computation required when statistics of photon measurement are analyzed can be reduced, and noise can
be reduced.

METHOD FOR IDENTIFYING A DEVICE USING ATTRIBUTES AND LOCATION SIGNATURES FROM THE DEVICE

Nº publicación    04/05/2023AU2023202016A1
Solicitantes NEAR INTELLIGENCE HOLDINGS INC [US] 
Resumen A method for identifying an entity device using device signature

of the entity device and location signature of a location. The
method includes generating device signature for the entity
device based on device and connection attributes and user
agent strings obtained from 5 independently controlled data
sources, generating location signature for the location based on
latitude-longitude pair, shape or size of the location, and
connection attributes of devices connecting from the location,
receiving location data streams from the entity device,
generating a cohort of device signatures for the location,
generating indexed data stream for the location using
combination of the location signature and the cohort of device
signatures, building set of 0 rules or machine learning model
based on indexed data stream, assigning unique generated
identifier for entity device, and identifying, the entity device
using the unique generated identifier from selected data stream
that does not include device identifier of the entity device.
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Bias detection and reduction in machine-learning techniques

Nº publicación    04/05/2023AU2022256086A1
Solicitantes EQUIFAX INC [US] 
Resumen Abstract In some aspects, a computing system can improve a

machine learning model for risk assessment by removing or
reducing bias in the machine learning model. The training
process for the machine learning model can include training the
machine learning model using training samples, obtaining data
for a protected attribute, and calculating a bias metric using the
data for the protected attribute and data obtained from the
trained machine learning model. Based on the bias metric, bias
associated with the machine learning model can be detected.
The machine learning model can be modified based on the
detected bias and re-trained. The re-trained machine learning
model can be used to predict a risk indicator for a target entity.
The predicted risk indicator can be transmitted to a remote
computing device and be used for controlling access of the target entity to one or more interactive computing
environments. C-4 01L F- HOQ:z <) 0 L U) CD 0___ ___ C-)< 0U) U) )L U) c U)> U) o J LO U) 0 U) ?tf U)>U) <:o L U)
<00

METHODS FOR PREDICTING LIKELIHOOD OF SUCCESSFUL EXPERIMENTAL SYNTHESIS OF COMPUTER-GENERATED
MATERIALS BY COMBINING NETWORK ANALYSIS AND MACHINE LEARNING

Nº publicación    04/05/2023US2023135041A1
Solicitantes TOYOTA RES INST INC [US] 
Resumen One aspect of the disclosure relates to systems and methods

for determining probabilities of successful synthesis of materials
in the real world at one or more points in time. The probabilities
of successful synthesis of materials in the real world at one or
more points in time can be determined by representing the
materials and their pre-defined relationships respectively as
nodes and edges in a network form, and computation of the
parameters of the nodes in the network as input to a
classification model for successful synthesis. The classification
model being configured to determine probabilities of successful
synthesis of materials in the real world at one or more points in
time.
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TRAINING METHODS FOR MACHINE LEARNING ASSISTED OPTICAL PROXIMITY ERROR CORRECTION

Nº publicación    04/05/2023US2023137097A1
Solicitantes ASML NETHERLANDS BV [NL] 
Resumen A method including: obtaining data based an optical proximity

correction for a spatially shifted version of a training design
pattern; and training a machine learning model configured to
predict optical proximity corrections for design patterns using
data regarding the training design pattern and the data based
on the optical proximity correction for the spatially shifted
version of the training design pattern.

NETWORK THREAT ANALYSIS SYSTEM

Nº publicación    04/05/2023US2023134546A1
Solicitantes ORACLE INT CORP [US] 
Resumen Machine-learning techniques and models are described for

alerting users to attacks on accounts in real-time or near
real-time. In some embodiments, an attack detection model
uses Natural Language Processing (NLP) and multi-level
classification techniques to monitor login attempts and detect
attacks. The model may use NLP to convert text associated
with account activity to numerical vectors, where the vectors
include scores and/or other numerical values computed based
on the meaning of the converted text. The model may further
include a set of classifiers trained to learn patterns in the
numerical vectors that are predictive of a network attack. The
model may assign labels to events based on the predicted
likelihood that the event is an attack. The system may deploy
real-time preventative or corrective measures based on the ML
model output to counter or mitigate the effects of an attack.
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MODEL-BASED SEMANTIC TEXT SEARCHING

Nº publicación    04/05/2023US2023133583A1
Solicitantes ADOBE INC [US] 
Resumen Techniques and systems are described for performing semantic

text searches. A semantic text-searching solution uses a
machine learning system (such as a deep learning system) to
determine associations between the semantic meanings of
words. These associations are not limited by the spelling,
syntax, grammar, or even definition of words. Instead, the
associations can be based on the context in which characters,
words, and/or phrases are used in relation to one another. In
response to detecting a request to locate text within an
electronic document associated with a keyword, the semantic
text-searching solution can return strings within the document
that have matching and/or related semantic meanings or
contexts, in addition to exact matches (e.g., string matches)
within the document. The semantic text-searching solution can
then output an indication of the matching strings.

CLASSIFICATION IN HIERARCHICAL PREDICTION DOMAINS

Nº publicación    04/05/2023US2023132959A1
Solicitantes OPTUM SERVICES IRELAND LTD [IE] 
Resumen There is a need for solutions that classification solutions in

hierarchical prediction domains. In one embodiment, this need
can be addressed by, for example, performing one or more
online machine learning, co-occurrence analysis machine
learning, structured fusion machine learning, and/or
unstructured fusion machine learning. In one particular
example, structured predictions inputs are processed in
accordance with an online machine learning analysis to
generate structurally hierarchical predictions and in accordance
with a co-occurrence analysis machine learning analysis to
generate structurally non-hierarchical predictions. Then, the
structurally hierarchical predictions and the structurally
non-hierarchical predictions in accordance with processed by a
structured fusion model to generate structure-based
predictions. Afterward, the structure-based predictions and
non-structure-based predictions can be processed in
accordance with an unstructured fusion model to generate one
or more unstructured-fused predictions.

https://worldwide.espacenet.com/patent/search/family/publication/?q=US2023133583A1
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NETWORK-BASED MACHINE LEARNING MICROSERVICE PLATFORM

Nº publicación    04/05/2023US2023134078A1
Solicitantes AT & T IP I LP [US] 
Resumen A method may include a processing system having at least one

processor for receiving a first machine learning model, the first
machine learning model in a first format associated with a first
development environment, adapting the first machine learning
model to a containerized environment, validating the first
machine learning model according to at least one validation
criterion associated with a repository, and publishing the first
machine learning model to the repository.

METHOD AND SYSTEM FOR MODELING PREDICTIVE OUTCOMES OF ARTHROPLASTY SURGICAL PROCEDURES

Nº publicación    04/05/2023US2023139531A1
Solicitantes EXACTECH INC [US] 
Resumen An apparatus includes a processor and a non-transitory

memory. The processor is configured to receive pre-operative
patient specific data. The pre-operative patient specific data is
inputted to a first machine learning model to determine a first
predicted post-operative joint performance data output including
first predicted post-operative outcome metrics. A reconstruction
plan of the joint of the patient is generated based on a medical
image of the joint, and at least one arthroplasty surgical
parameter obtained from the user. The at least one arthroplasty
surgical parameter is inputted into a second machine learning
model to determine a second predicted post-operative joint
performance data output including second predicted
post-operative outcome metrics. The second predicted
post-operative joint performance data output is updated to
include an arthroplasty surgery recommendation, in response to the user varying the at least one arthroplasty surgical
parameter, before the arthroplasty surgery, during the arthroplasty surgery, or both.

KNOWLEDGE DISTILLATION FOR SEMICONDUCTOR-BASED APPLICATIONS

Nº publicación    04/05/2023US2023136110A1
Solicitantes KLA CORP [US] 
Resumen Methods and systems for determining information for a

specimen are provided. One system includes a computer
subsystem and one or more components executed by the
computer subsystem that include multiple deep learning (DL)
models configured for determining information for a specimen
based on output generated by the specimen with learning
mode(s) of an imaging subsystem. The one or more
components also include a knowledge distillation component
configured for combining output generated by the multiple DL
models. In addition, the one or more components include a final
knowledge distilled DL model configured for determining
information for the specimen or an additional specimen based
on output generated for the specimen or the additional specimen with runtime mode(s) of the imaging subsystem.
Before the final KD DL model determines the information, the knowledge distillation component is configured for
supervised training of the final knowledge distilled DL model using the combined output.
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PREDICTIVE, MACHINE-LEARNING, LOCALE-AWARE COMPUTER MODELS SUITABLE FOR LOCATION- AND
TRAJECTORY-AWARE TRAINING SETS

Nº publicación    04/05/2023US2023135619A1
Solicitantes CEREBRI AI INC [US] 
Resumen Provided is a process including: obtaining, for a plurality of

entities, entity logs, wherein: the entity logs comprise events
involving the entities, a first subset of the events are actions by
the entities, at least some of the actions by the entities are
targeted actions, and the events are labeled according to an
ontology of events having a plurality of event types; training,
with one or more processors, based on the entity logs, a
predictive machine learning model to predict whether an entity
characterized by a set of inputs to the model will engage in a
targeted action in a given geographic locale in the future; and
storing the training the trained predictive machine learning
model in memory.
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NON-TRANSITORY COMPUTER-READABLE STORAGE MEDIUM FOR STORING MACHINE LEARNING PROGRAM,
MACHINE LEARNING METHOD, AND MACHINE LEARNING APPARATUS

Nº publicación    04/05/2023US2023135468A1
Solicitantes FUJITSU LTD [JP] 
Resumen A non-transitory computer-readable recording medium storing a

machine learning program for causing a computer to executes
processing, the processing including: generating a tensor
representing a plurality of pieces of triple data; and executing
tensor decomposition, when performing the tensor
decomposition of the tensor into a core tensor and factor
matrices, under a condition that a value of a first element of the
factor matrix corresponding to first triple data among the
plurality of pieces of triple data and a value of an element of the
core tensor are fixed.

COMPUTER-READABLE RECORDING MEDIUM STORING EXPLANATORY PROGRAM, EXPLANATORY METHOD, AND
INFORMATION PROCESSING APPARATUS

Nº publicación    04/05/2023US2023133868A1
Solicitantes FUJITSU LTD [JP] 
Resumen A recording medium storing an explanatory program for causing

a computer to execute an explanatory process. The process
includes: generating a plurality of pieces of data based on first
data; calculating a ratio of output results, among a plurality of
results output in a case that each of the plurality of pieces of
data is input to a machine learning model, different from first
results output in a case that the first data is input to the
machine learning model; generating a linear model based on
the plurality of pieces of data and the plurality of results in a
case that the calculated ratio satisfies a criterion; and outputting
explanatory information with respect to the first results based
on the linear model.
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SYSTEMS AND TECHNIQUES TO MONITOR TEXT DATA QUALITY

Nº publicación    04/05/2023US2023133247A1
Solicitantes CAPITAL ONE SERVICES LLC [US] 
Resumen Disclosed are a system, apparatus and techniques for

evaluating a dataset to confirm that the data in the dataset
satisfies a data quality metric. A machine learning engine or the
like may evaluate text strings within the dataset may be of
arbitrary length and encoded according to an encoding
standard. Data vectors of a preset length may be generated
from the evaluated text strings using various techniques. Each
data vector may be representative of the content of the text
string and a category may be assigned to the respective data
vector. The category assigned to each data vectors may be
evaluated with respect to other data vectors in the dataset to
determine compliance with a quality metric. In the case that a
number of data vectors fail to meet a predetermined quality
metric, an alert may be generated to mitigate any system errors
that may result from unsatisfactory data quality.

SYSTEM AND METHOD FOR KNOWLEDGE-BASED ENTITY PREDICTION

Nº publicación    27/04/2023WO2023069718A1
Solicitantes BOSCH GMBH ROBERT [DE] 

HENSON CORY [US] 
WICKRAMARACHCHIGE DON RUWAN THARANGA [US] 

Resumen A computer-implemented system and method provide
knowledge-based entity prediction. The system and method
include obtaining a knowledge graph, which includes nodes and
edges. A set of the nodes represent labels associated with a
scene. The edges represent relations between related pairs of
nodes. The system and method include identifying a path with
multiple edges having multiple relations from a source node to
a target node via al least one intermediary node between the
source node and the target node. The path is reified by
generating a reified relation to represent the multiple relations
of the path. The reified relation is represented as a new edge
that directly connects the source node to the target node. A
reified knowledge graph structure is constructed based on the
knowledge graph and the reified relation. The reified knowledge graph structure includes at least the source node, the
target node, and the new edge. A machine learning system is trained to learn a latent space defined by the reified
knowledge graph structure to provide knowledge-based entity prediction.
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INTELLIGENT SERVICES FOR APPLICATION DEPENDENCY DISCOVERY, REPORTING, AND MANAGEMENT TOOL

Nº publicación    27/04/2023US2023126113A1
Solicitantes CAPITAL ONE SERVICES LLC [US] 
Resumen Techniques for monitoring operating statuses of an application

and its dependencies are provided. A monitoring application
may collect and report the operating status of the monitored
application and each dependency. Through use of existing
monitoring interfaces, the monitoring application can collect
operating status without requiring modification of the underlying
monitored application or dependencies. The monitoring
application may determine a problem service that is a root
cause of an unhealthy state of the monitored application.
Dependency analyzer and discovery crawler techniques may
automatically configure and update the monitoring application.
Machine learning techniques may be used to determine
patterns of performance based on system state information
associated with performance events and provide health reports
relative to a baseline status of the monitored application. Also
provided are techniques for testing a response of the monitored
application through modifications to API calls. Such tests may
be used to train the machine learning model.

MACHINE LEARNING TECHNIQUES FOR GENERATING DOMAIN-AWARE SENTENCE EMBEDDINGS

Nº publicación    27/04/2023US2023130974A1
Solicitantes UNITEDHEALTH GROUP INC [US] 
Resumen Various embodiments of the present invention provide

methods, apparatus, systems, computing devices, computing
entities, and/or the like for perform predictive data analysis
operations using natural language input data. For example,
certain embodiments of the present invention utilize systems,
methods, and computer program products that perform
predictive data analysis operations by using sentence
embedding machine learning models that are trained in
coordination with similarity-based machine learning models.

ASYNCHRONOUS MULTI-TENANT MODEL INFERENCING ON STREAMING DATABASES

Nº publicación    27/04/2023US2023128987A1
Solicitantes WALMART APOLLO LLC [US] 
Resumen A system including one or more processors and one or more non-transitory computer-readable media storing

computing instructions configured to run on the one or more processors and perform ingesting streaming events for
processing by multiple models; mapping each of the streaming events to a model of the multiple models; storing each
of the streaming events in a respective queue in a respective sequence store, such that a respective one of the
multiple models retrieves (i) a respective one of the streaming events in the respective sequence store associated
with the respective one of the multiple models and (ii) a respective key corresponding to the respective one of the
streaming events from a leaf store, to asynchronously perform the respective machine-learning inferencing, wherein
the multiple models run independently and in parallel on multi-tenant threads. Other embodiments are disclosed.
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System and Method for Knowledge-Based Entity Prediction

Nº publicación    27/04/2023US2023127121A1
Solicitantes BOSCH GMBH ROBERT [DE] 
Resumen A computer-implemented system and method provide

knowledge-based entity prediction. The system and method
include obtaining a knowledge graph, which includes nodes and
edges. A set of the nodes represent labels associated with a
scene. The edges represent relations between related pairs of
nodes. The system and method include identifying a path with
multiple edges having multiple relations from a source node to
a target node via at least one intermediary node between the
source node and the target node. The path is reified by
generating a reified relation to represent the multiple relations
of the path. The reified relation is represented as a new edge
that directly connects the source node to the target node. A
reified knowledge graph structure is constructed based on the
knowledge graph and the reified relation. The reified knowledge
graph structure includes at least the source node, the target
node, and the new edge. A machine learning system is trained
to learn a latent space defined by the reified knowledge graph
structure to provide knowledge-based entity prediction.

Method, System, and Computer Program Product for Dynamically Scheduling Machine Learning Inference Jobs with Different
Quality of Services on a Shared Infrastructure

Nº publicación    27/04/2023US2023130887A1
Solicitantes VISA INT SERVICE ASS [US] 
Resumen A method, system, and computer program product for

dynamically scheduling machine learning inference jobs receive
or determine a plurality of performance profiles associated with
a plurality of system resources, wherein each performance
profile is associated with a machine learning model; receive a
request for system resources for an inference job associated
with the machine learning model; determine a system resource
of the plurality of system resources for processing the inference
job associated with the machine learning model based on the
plurality of performance profiles and a quality of service
requirement associated with the inference job; assign the
system resource to the inference job for processing the
inference job; receive result data associated with processing of
the inference job with the system resource; and update based
on the result data, a performance profile of the plurality of the
performance profiles associated with the system resource and
the machine learning model.
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AFFINITY GRAPH EXTRACTION AND UPDATING SYSTEMS AND METHODS

Nº publicación    27/04/2023US2023131735A1
Solicitantes NEC LABORATORIES EUROPE GMBH [DE] 
Resumen A method for affinity graph extraction includes building an affinity graph based on data, the data including multiple

elements with undetermined relationships, wherein each element is represented as a node in the affinity graph and
relations between nodes are represented as edges in the affinity graph. The method further includes applying a
machine learning algorithm to learn node and relation representations in the affinity graph, wherein each edge has a
relation type selected from a set of two or more relation types, learning a machine learning scoring function for each
relation type, and adjusting the affinity graph based on the scoring function and iteratively repeating operations of
applying, learning and adjusting one or more times to determine new relations between nodes representing the
undetermined relationships.

Active Locking Mechanism Using Machine Learning

Nº publicación    27/04/2023US2023132099A1
Solicitantes CAPITAL ONE SERVICES LLC [US] 
Resumen Methods and systems disclosed herein describe using machine

learning to lock and unlock a device. Machine learning may be
trained to recognize one or more features. Once the device has
been trained to recognize one or more features, a user may
define an unlock condition for the device using the one or more
trained features. After defining the unlock condition, the device
may be locked by verifying the one or more features that the
user defined as the unlock condition using machine learning.
When verification is successful, the device may be unlocked
and the user allowed to access the device.
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TECHNIQUES FOR TRAINED MODEL BIAS ASSESSMENT

Nº publicación    27/04/2023US2023131834A1
Solicitantes ORACLE INT CORP [US] 
Resumen A system is disclosed that is configured to perform various bias

checks on an machine learning (ML) model in order to identify
one or more biases, if any, that may be inherent to the ML
model. Bias evaluation results generated from performing the
checks are then reported to a user, such as to a consumer of
the ML model, a data scientist responsible for modeling and
training the ML model, and others. The bias evaluation system
performs one or more bias checks by generating synthetic
datasets using attributes present in the ML model or a training
dataset used to train the ML model. Prediction data is then
generated by inputting the synthetically generated input data
points of the synthetic datasets into the ML model. The
prediction data is then processed and evaluated for biases.
Results of the evaluation may be compiled into a bias
evaluation report.

AUTOMATED MACHINE LEARNING: A UNIFIED, CUSTOMIZABLE, AND EXTENSIBLE SYSTEM

Nº publicación    27/04/2023US2023132064A1
Solicitantes HITACHI VANTARA LLC [US] 
Resumen Example implementations described herein are directed to a

novel Automated Machine Learning (AutoML) framework that is
generated on an AutoML library so as to facilitate functionality
to incorporate multiple machine learning model libraries within
the same framework through a solution configuration file. The
example implementations further involve a solution generator
that identifies solution candidates and parameters for machine
learning models to be applied to a dataset specified by the
solution configuration file.
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METHOD FOR GENERATING UNIVERSAL LEARNED MODEL

Nº publicación    27/04/2023US2023131283A1
Solicitantes AISING LTD [JP] 
Resumen Generating a universal learned model that appropriately

controls a group of operating devices having the same
configuration. Steps comprise subjecting a predetermined
machine learning model to learning based on predetermined
initial data to generate an initial learned model and an
integration step of incorporating the initial learned model that
controls a predetermined operating device into a plurality of
operating devices, and integrating a plurality of individual
learned models obtained by additional learning based on
respective operation data obtained by operating the respective
operating devices, thereby providing a universal learned model.

SYSTEM FOR HIGH PERFORMANCE, AI-BASED DAIRY HERD MANAGEMENT AND DISEASE DETECTION

Nº publicación    27/04/2023US2023129428A1
Solicitantes EIO DIAGNOSTICS INC [US] 
Resumen Systems and methods for detecting udder disease based on

machine learning methods and complementary supporting
techniques are presented. Included are methods for assembling
time sequences of images of each animal of a herd or set for
subsequent use in per-animal image analysis for disease
detection. Methods presented also include image
pre-processing methods used prior to image analysis, resulting
in contrast and resolution optimization such as appropriate
image intensity level adjustment and resolution downsampling
for more rapid and more accurate disease detection.
Combinatorial techniques for compositing whole-udder images
or udder-quarter images from partial images captures are
described. Methods are provided for power usage optimization
in regard to computing resources used in the
computing-intensive AI analysis methods. Location-based and
animal history-based detection refinements are incorporated
into described systems. Further presented are methods for
multi-modal and multi-factor detection of udder disease, as well
as methods for infection type classification.
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System and Method to Facilitate Welding Software as a Service

Nº publicación    27/04/2023US2023129188A1
Solicitantes ILLINOIS TOOL WORKS [US] 
Resumen A weld production knowledge system for processing welding

data collected from one of a plurality of welding systems, the
weld production knowledge system comprising a
communication interface communicatively coupled with a
plurality of welding systems situated at one or more physical
locations. The communication interface may be configured to
receive, from one of said plurality of welding systems, welding
data associated with a weld. The weld production knowledge
system may comprise an analytics computing platform
operatively coupled with the communication interface and a
weld data store. The weld data store employs a dataset
comprising (1) welding process data associated with said one
or more physical locations, and/or (2) weld quality data
associated with said one or more physical locations. The
analytics computing platform may employ a weld production
knowledge machine learning algorithm to analyze the welding
data vis-à-vis the weld data store to identify a defect in said
weld.

Low-latency identification of network-device properties

Nº publicación    24/05/2023GB2613117A
Solicitantes IBM [US] 
Resumen A method comprises analyzing, by a machine-learning model, a

first network communication with a first set of inputs. The
method also comprises inferring, by the machine-learning
model and based on the analyzing, that a first device that is a
party to the first network communication exhibits a device
property. The method also comprises extracting, from the
machine-learning model, a first set of significant inputs that had
a significant impact on the determining. The method also
comprises creating, using the first set of inputs, a rule for
identifying the device property. The rule establishes a condition
that, when present in a network communication, implies that a
party to the network communication exhibits the device
property.
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Alert management in data processing systems

Nº publicación    10/05/2023GB2612755A
Solicitantes IBM [US] 
Resumen Several aspects are provided for dynamically updating an

alert-management system that uses a master ruleset to match
alerts in a data processing system with automata for handling
the alerts. A method comprises training a machine learning
model to correlate the alerts with the automata using a training
dataset comprising alerts which were successfully handled by
the automata. The machine learning model is then applied to
correlate unmatched alerts with the automata, wherein the
unmatched alerts were not matched to the automata by the
master ruleset. The method further comprises analyzing
operation of the machine learning model in relation to
correlation of the unmatched alerts to define a new ruleset for
matching the unmatched alerts with the automata and
outputting the new ruleset for auditing of each rule in the new
ruleset. In response to approval of an audited rule, the audited
rule is added to the master ruleset.

Cross-environment event correlation using domain-space exploration and machine learning techniques

Nº publicación    03/05/2023GB2612541A
Solicitantes IBM [US] 
Resumen A computer-implemented method of cross environment event

correlation includes determining one or more correlated events
about an issue across a plurality of domains. A knowledge data
is extracted from the issue determined from the one or more
correlated events is performed. A correlation graph is
generated from the extracted knowledge to trace the issue and
group the correlated events into one or more event groups to
represent their relationship with the issue. A logical reasoning
description is constructed based on the generated correlation
graph for a domain-space exploration related to how the issue
in one domain affects another domain of the plurality of
domains. The one or more event groups of correlated events is provided with an explanation about a cause of the
issue based on the logical reasoning description.
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Automatic knowledge graph construction

Nº publicación    26/04/2023GB2612225A
Solicitantes IBM [US] 
Resumen In an approach for automatic knowledge graph construction, a

processor receives a text document and trains a first
machine-learning system to predict entities in the text
document. Thereby, the text document with labeled entities is
used as training data. A processor trains a second
machine-learning system to predict relationship data between
the entities, wherein, as training data, entities and edges of an
existing knowledge graph and determined embedding vectors
of the entities and edges are used. A processor receives a set
of second text documents, determines second embedding
vectors therefrom, and predicts entities and edges; thereby
using the set of second text documents, the determined second
embedding vectors, and the predicted entities and associated
embedding vectors of the predicted entities as input for the first
and second trained machine-learning model. A processor builds
triplets of the entities and the edges representing a new
knowledge graph.

MACHINE LEARNING TECHNIQUES FOR GENERATING DOMAIN-AWARE SENTENCE EMBEDDINGS

Nº publicación    04/05/2023WO2023076206A1
Solicitantes UNITEDHEALTH GROUP INC [US] 
Resumen Various embodiments of the present invention provide

methods, apparatus, systems, computing devices, computing
entities, and/or the like for perform predictive data analysis
operations using natural language input data. For example,
certain embodiments of the present invention utilize systems,
methods, and computer program products that perform
predictive data analysis operations by using sentence
embedding machine learning models that are trained in
coordination with similarity-based machine learning models.
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SYSTEMS AND METHODS FOR MACHINE LEARNING-BASED DATA MATCHING AND RECONCILIATION OF INFORMATION

Nº publicación    27/04/2023WO2023069958A1
Solicitantes JPMORGAN CHASE BANK NA [US] 
Resumen A method for machine learning-based data matching and

reconciliation may include: ingesting a plurality of records from
a plurality of data sources; identifying company associated with
each of the plurality of records; assigning a unique identifier to
each uniquely identified company; matching each of the records
to one of the uniquely identified companies using a trained
company matching machine learning engine; identifying a
primary company record in the matching records and
associating other matching records with the primary company
record; matching each of the records to a contact using a
trained contact matching machine learning engine; identifying a
primary contact record in the matching records and associating
other matching records with the primary contact record;
synchronizing the plurality of records in a graph database using the unique identifier; receiving feedback on the
matching companies and/or matching contacts; and updating the trained company matching machine learning engine.

DIGITAL TWIN GENERATION AND LOGGING FOR A VEHICLE

Nº publicación    17/05/2023EP4181047A1
Solicitantes BOEING CO [US] 
Resumen The present disclosure generates a digital twin of the interior of

a vehicle to initiate and track maintenance issues. In one
aspect, the digital twin is formed using multiple captured
images of the interior of the vehicle where multiple components
in those images are identified using a machine learning (ML)
model. The components identified by the ML model are then
mapped to a model (e.g., a 3D model) of the components that
lists their location in the vehicle and an identifier (e.g., a part
number or serial number). In this manner, the digital twin can
identify, using the identifiers, the various components in the
images captured by a camera.

METHOD AND DEVICE FOR OPERATING AN INJECTION MOLDING MACHINE BY MEANS OF MACHINE LEARNING

Nº publicación    19/05/2023WO2023083698A1
Solicitantes ROBERT BOSCH GMBH [DE] 
Resumen The invention relates to a computer-implemented method for

operating an injection molding machine (1), wherein an
estimated result (y sim ) is determined as a function of
predefined process parameters (x) to characterize how good an
actual result (y exp ) of the injection molding will be, and
wherein the process parameters (x) are varied using a
Bayesian optimization process with the aid of a data-based
model until an actual result (y exp ) of the injection molding is
sufficiently good.
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CLASSIFYING WARNING MESSAGES GENERATED BY SOFTWARE DEVELOPER TOOLS

Nº publicación    26/04/2023EP4170555A1
Solicitantes BLACKBERRY LTD [CA] 
Resumen A method for classifying warning messages generated by

software developer tools includes receiving a first data set. The
first data set includes a first plurality of data entries, where each
data entry is associated with a warning message generated
based on a first set of software codes, includes indications for a
plurality of features, and is associated with one of a plurality of
class labels. A second data set is generated by sampling the
first data set. Based on the second data set, at least one
feature is selected from the plurality of features. A third data set
is generated by filtering the second data set with the selected at
least one feature. A machine learning classifier is determined
based on the third data set. The machine learning classifier is
used to classify a second warning message generated based
on a second set of software codes to one of the plurality of
class labels.

METHOD AND SYSTEM FOR DETERMINING A TARGET RECIPE OF A COMPOUND

Nº publicación    04/05/2023WO2023072993A1
Solicitantes COVESTRO DEUTSCHLAND AG [DE] 
Resumen A method and system for determining a target recipe of a compound with desired attributes are provided in the

invention, characterized in that the method comprises: a) performing simulation synthesis for each of a plurality of
recipes, and calculating on the simulation synthesis one or more descriptors of each recipe, wherein the descriptors
are used to characterize the simulated product of a corresponding recipe; b) performing synthesis for each of a
plurality of recipes, and measuring one or more properties of each recipe, wherein the properties are used to describe
the attributes of a corresponding recipe; c) training one or more machine learning models by using the values of the
descriptors and the properties obtained by step a) and step b) as training samples, wherein the machine learning
models correlates the descriptors of the recipes with the properties of the recipes; and d) generating a plurality of
candidate recipes, performing simulation synthesis for each of the plurality of candidate recipes, and, using the
trained machine learning model obtained by step c), to predict one or more properties of each candidate recipe, thus
determining one or more target recipes from the plurality of candidate recipes.
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MANAGING A MODEL TRAINED USING A MACHINE LEARNING PROCESS

Nº publicación    04/05/2023WO2023073092A1
Solicitantes KONINKLIJKE PHILIPS NV [NL] 
Resumen A computer implemented method of managing a first model that

was trained using a first machine learning process and is
deployed and used to label medical data. The method
comprises determining (202) a performance measure for the
first model, and if the performance measure is below a
threshold performance level, triggering (204) an upgrade
process wherein the upgrade process comprises performing
further training on the first model to produce an updated first
model, wherein the further training is performed using an active
learning process wherein training data for the further training is
selected from a pool of unlabeled data samples, according to the active learning process, and sent to a labeler to
obtain ground truth labels for use in the further training.

METHOD AND SYSTEM FOR GENERATING A CONCEPT LABEL MODEL TO LABEL A DATASET FOR TRAINING A
HIERARCHICAL MULTI-TASK MACHINE LEARNING MODEL

Nº publicación    03/05/2023EP4174730A1
Solicitantes FEEDZAI CONSULTADORIA E INOVACAO TECNOLOGICA S A [PT] 
Resumen The present document discloses a method for obtaining a concept label model for training a hierarchical multi-task

machine learning model comprising, sequentially connected, a first machine learning model for receiving input
records and for predicting concept labels, and a second machine learning model for predicting class labels from
predicted concept labels corresponding to respective input records, said hierarchical multi-task machine learning
model comprising a concept label feed arranged to feed between the first and second machine learning models, for
receiving predicted concept labels from the concept label model, for training said hierarchical multi-task machine
learning model. It is further disclosed a non-transitory storage media including program instructions for obtaining a
concept label model for training a hierarchical multi-task machine learning model, and a system comprising an
electronic data processor arrange to carry out the disclosed method.

NETWORK THREAT ANALYSIS SYSTEM

Nº publicación    04/05/2023WO2023075906A1
Solicitantes ORACLE INT CORP [US] 
Resumen Machine-learning techniques and models are described for

alerting users to attacks on accounts in real-time or near
real-time. In some embodiments, an attack detection model
uses Natural Language Processing (NLP) and multi-level
classification techniques to monitor login attempts and detect
attacks. The model may use NLP to convert text associated
with account activity to numerical vectors, where the vectors
include scores and/or other numerical values computed based
on the meaning of the converted text. The model may further
include a set of classifiers trained to learn patterns in the
numerical vectors that are predictive of a network attack. The
model may assign labels to events based on the predicted
likelihood that the event is an attack. The system may deploy
real-time preventative or corrective measures based on the ML
model output to counter or mitigate the effects of an attack.
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TECHNIQUES FOR TRAINED MODEL BIAS ASSESSMENT

Nº publicación    27/04/2023WO2023069799A1
Solicitantes ORACLE INT CORP [US] 
Resumen A system is disclosed that is configured to perform various bias

checks on an machine learning (ML) model in order to identify
one or more biases, if any, that may be inherent to the ML
model. Bias evaluation results generated from performing the
checks are then reported to a user, such as to a consumer of
the ML model, a data scientist responsible for modeling and
training the ML model, and others. The bias evaluation system
performs one or more bias checks by generating synthetic
datasets using attributes present in the ML model or a training
dataset used to train the ML model. Prediction data is then
generated by inputting the synthetically generated input data
points of the synthetic datasets into the ML model. The prediction data is then processed and evaluated for biases.
Results of the evaluation may be compiled into a bias evaluation report.

MACHINE LEARNING TRAINING APPARATUS AND OPERATION METHOD THEREFOR

Nº publicación    26/04/2023EP4170560A1
Solicitantes LG ENERGY SOLUTION LTD [KR] 
Resumen Provided is a machine learning training apparatus including a

data managing unit configured to collect new data, a data
analyzing unit configured to extract a feature of data used for
generation of a machine learning model and a feature of the
new data, and a determining unit determining whether a
number of pieces of the new data is less than a reference
number and determining whether to apply the new data to the machine learning model using different methods
according to the number of pieces of the new data.

Method and apparatus for class incremental learning

Nº publicación    17/05/2023GB2612866A
Solicitantes SAMSUNG ELECTRONICS CO LTD [KR] 
Resumen Machine-learning, ML, models for classification comprise

feature-extraction and classification models and are trained
using class incremental learning CIL with set of samples from a
new training dataset (e.g. squares/circles representing
zebra/horses) at each CIL time step. Training comprises:
extracting a first and second set of features at the beginning of
a step and at a subsequent optimisation stage; obtaining a first
set of old class prototypes 114 (e.g. dogs, triangles) at the
beginning of the step, old class prototypes being semantic representations of the features of old samples 112
(triangles) not in the new training set (ghost triangles); as the classification model is updated, learning a feature drift
model and a semantic drift model by using the extracted sets of features and the old class prototypes with the first set
of features, respectively; using the learned models to infer a second set of old-class prototypes and a set of old
features representing revived old samples at a subsequent optimisation stage; using the inferred sets to update the
ML model. This way it is learnt how to update semantic and feature representations of old concepts (classes) by
modelling drift of semantic and feature representations, respectively. The catastrophic forgetting phenomenon is
addressed.
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HYDROCARBON FLUID PROPERTIES PREDICTION USING MACHINELEARNING-BASED MODELS

Nº publicación    24/05/2023EP4182860A1
Solicitantes ABU DHABI NAT OIL CO [AE] 

ABU DHABI COMPANY FOR ONSHORE PETROLEUM OPERATIONS LTD [AE] 
Resumen A computer-implemented method (100) for predicting

hydrocarbon fluid properties using machine-learning-based
models is provided. The method comprises the step of
receiving (101) a minimal set of pressure-volume-temperature
(PVT) data for hydrocarbon fluid samples from a PVT data
base; reading (102) the minimal set of PVT data by a reader
module; transforming (103) the minimal set of PVT data into a
unified data structure by the reader module; selecting (104)
items of the PVT data from the minimal set of PVT data by the
reader module; processing (105) the selected items of the PVT
data by a correlating module to identify a plurality of
correlations in the selected items of the PVT data based on one
or more of the fluid properties of the hydrocarbon fluid samples;
clustering (106), using of at least one of a plurality of clustering
algorithms, the selected items of the PVT data into a plurality of
clusters by a clustering module; and performing (107) machine
learning by a machine learning module on ones of the plurality
of clusters to predict missing fluid properties in the minimal set
of PVT data and thus to obtain a complete set of PVT data.
Further a computer-implemented method (200) for generating
equations of state (EoS) for a plurality of hydrocarbon fluids is
provided. The method comprises the step of delumping (201)
pressure-volume-temperature (PVT) data for hydrocarbon fluid
samples from a complete set of PVT data to one of a set of detailed fluid components, or to a c

A MACHINE LEARNING BASED SYSTEM FOR GENERATING OBJECTIVE FUNCTIONS FOR RADIATION THERAPY
TREATMENT PLANNING

Nº publicación    17/05/2023EP4180088A1
Solicitantes KONINKLIJKE PHILIPS NV [NL] 
Resumen System (OGS) and related method for generating an objective function for use in radiation treatment, RT, planning.

The system may include a machine learning model (M) and a training system (TS) for training the model (M) based
on training data. The training data may include previous (at least partial) RT plans, and a user awarded ranking
thereof. The model, once trained, may be used as the objective function. The system allows a user to turn, in a
defined manner, clinical objectives or goals into a computable objective function which can be used for RT planning.

GENERATING A KNOWLEDGE GRAPH

Nº publicación    11/05/2023WO2023078550A1
Solicitantes ERICSSON TELEFON AB L M [SE] 
Resumen A computer implemented method for generating a Knowledge Graph (KG) representing relationships between a

plurality of Machine Learning (ML) tasks relating to a computing infrastructure. The method comprises constructing a
plurality of nodes representing the plurality of ML tasks. The method further comprises constructing a plurality of
edges forming an edge graph and connecting the nodes among the plurality of nodes. The construction of the plurality
of edge comprises: applying an encoder ML model to the plurality of nodes to generate an initial edge graph, applying
a decoder ML model to the initial edge graph to output reconstructions of ML tasks, calculating a loss function,
evaluating the determined loss function using a convergence criterion, and, on satisfaction of the convergence
criterion, outputting a final edge graph.
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MANAGING A MODEL TRAINED USING A MACHINE LEARNING PROCESS

Nº publicación    03/05/2023EP4174721A1
Solicitantes KONINKLIJKE PHILIPS NV [NL] 
Resumen A computer implemented method of managing a first model that

was trained using a first machine learning process and is
deployed and used to label medical data. The method
comprises determining (202) a performance measure for the
first model, and if the performance measure is below a
threshold performance level, triggering (204) an upgrade
process wherein the upgrade process comprises performing
further training on the first model to produce an updated first
model, wherein the further training is performed using an active
learning process wherein training data for the further training is
selected from a pool of unlabeled data samples, according to the active learning process, and sent to a labeler to
obtain ground truth labels for use in the further training.

MACHINE LEARNING BASED MEDICAL DATA CHECKER

Nº publicación    03/05/2023EP4173000A2
Solicitantes HOFFMANN LA ROCHE [CH] 

ROCHE DIAGNOSTICS GMBH [DE] 
Resumen A method of verifying multi-modal medical data is proposed.

The method comprises: accessing multi-modal medical data of
a subject, the multi-modal medical data comprising a medical
image of a specimen slide, wherein a specimen in the
specimen slide was collected from the subject; generating a
prediction pertaining to a biological attribute of the medical
image based on the medical image; determining a degree of
consistency between the biological attribute of the medical
image and other modalities of the multi-modal medical data;
and outputting, based on the degree of consistency, an
indication of whether the multi-modal medical data contain
inconsistency.

https://worldwide.espacenet.com/patent/search/family/publication/?q=EP4174721A1
https://worldwide.espacenet.com/patent/search/family/publication/?q=EP4173000A2


Departamento de Patentes e Información Tecnológica
Unidad de Información Tecnológica

MACHINE LEARNINGAlertas Tecnológicas - 39 de 39 -

SYSTEMS AND METHODS FOR EVALUATING A BEHAVIOR OF A MACHINE-LEARNING ALGORITHM

Nº publicación    17/05/2023EP4179475A1
Solicitantes NORTHROP GRUMMAN SYSTEMS CORP [US] 
Resumen A computer implemented method is described herein for

post-execution evaluation of a machine-learning (ML) algorithm.
The method an include receiving a post-execution version of
the ML algorithm having a plurality of behavioral states. The
method can include generating behavior identification data
identifying a given behavioral state from the plurality of
behavioral states of the ML algorithm. The given behavioral
state can correspond to a decision-making state of the ML
algorithm that the ML algorithm learned during an execution of
the ML algorithm. A graphical user interface (GUI) can be
generated based on the behavior identification data that
includes a behavior object characterizing the given behavioral
state of the ML algorithm. Behavior evaluation data can be
generated based on a user's interaction with the behavior
object. A learning process of the ML algorithm can be altered
for future execution of the ML algorithm based on the behavior
evaluation data.
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